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AbstractThe deployment of the Virtual Home Environment  user’s network usage for a service is predictable and therefore
(VHE) concept in 3G mobile systems in the near future will the required QoS can be reserved from the network resources
place many demands on managing a user's personalised servicejn advance. A static SLA between the network provider and
:Szgosne”&/eigésKriysjﬁi;gﬁnvgﬁeggﬂzemafaéze quegﬁ?;rg?“gsrv?ée the user that satisfies the user’s requirements most of the time
(QoS) demands and allocation on behalf of users. This paper can therefqrg'be Seen as an approp'rlate trade-qﬁ between a

lack of flexibility as a result of reserving the user’s required

examines the issues involved in managing QoS demands from - .
the various roles and entities in the VHE and proposes a policy- Q0S in advance, and increased SLA management overheads.

based framework to satisfy their needs. However, the trade-off in user flexibility for static SLAs is no
longer advantageous when considered in the VHE and
l. INTRODUCTION service mobility contexts. If we extend the VHE concept

beyond 3G mobile communication systems, then users will

The Virtual Home Environment (VHE) is a conceptbe able to access their VHE services through a variety of
introduced by the 3rd Generation Partnership Project (3GPRgcess networks (e.g. Wireless LAN, 56 Kbps dial-up modem
for 39 generation (3G) mobile communication systems thatc.). The user’'s network usage in any single network then
aims to enable its users' personal service environment to becomes more difficult to predict for network resources to be
portable across network boundaries and between terminalgserved in advance. Furthermore, the QoS available in some
The core of the VHE concept is to ensure that users afgcess networks may vary considerably during service usage
consistently presented with the same personalised featurésg. handover in mobile networks etc.). Therefore, we can
user interface customisation, and service preferences at @duce that based on the issues raised above, QoS negotiation
times [1]. The complexity of implementing the VHE is between the user and the network provider must be done on
apparent given that the VHE encompasses any type Wfe fly, leading to the requirement of dynamic SLAs within
underlying network, access terminal, and user location, thtise VHE. With dynamic SLAs, intelligent decisions must be
requiring coordination between many entities in achieving itade about the user's QoS requirements on the fly. From a
aims. An important implication in the VHE concept is thathon-'VHE aware’ point of view, the decision could be made
the Quality of Service (QoS) provided by the network mayrom invariable-like factors such as projected amount and the
affect the provisioning of VHE services to the user. Ashape of traffic generated by the VHE service. However,
bandwidth-intensive  video-on-demand service is afonsidering that a ‘VHE capable’ service supports a number
appropriate example of a service that is dependent on thé user terminal types and is readily adaptable to various
available QoS in the network for its quality and performancaccess networks, the factors on choosing the correct level and
during service delivery. The QoS provided in the networknanaging the allocated QoS for the VHE service are more
could therefore determine the ‘look and feel’ of VHE serviceyariable. Therefore, there is a need to find a suitable method
from the user’s perspective as the quality and performance @f weighing up all the factors to decide how to manage QoS
VHE services constitutes as an integral part of the user@n behalf of a user in the VHE.
service experience in the VHE. As such, there is an

important need to manage QoS in the network on behalf of Il.  DETERMINING THE USERS QOS REQUIREMENTS
VHE users whenever they access their services so as to fulfil
that aspect of the VHE concept. It is important to derive the user’'s QoS requirements from

Managing QoS on behalf of a user traditionally involveghe network before any kind of QoS management in the VHE
negotiating and establishing a service level agreement (SLAan be done. There are many factors that can be used in
between the network provider and the user. In most caselstermining the user's QoS requirements. These can be all or
the SLA is of a static nature, relying on the fact that thé combination of the following: the terminal characteristics,
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the VHE service QoS requirements, the user’'s personid service model to achieve certain predefined goals in its

preferences, and the access network policies. service delivery. These goals could vary from user
satisfaction through its perceived performance, to service
A. Terminal Characteristics accessibility catering for a wide range of terminal types. A

good example of an adaptable service is a real player video

The terminal characteristics may be important irservice that adapts the video media bit rate to suit the
determining the VHE service’s QoS requirements. Foabpandwidth in the user’'s access network. A non-adaptable
example, a content-based VHE service may adapt its serviservice uses the same service model to deliver the service to
to the screen size of the user’s terminal (for example, uses users irrespective of any external circumstances. An
smaller pictures). The manner in which the VHE servicexample of this could be a file transfer service that depends
obtains this information could be though the Contenbn the File Transfer Protocol (FTP), although the latter uses
Capabilities/Profile Preferences (CC/PP) framework, and tttee Transmission Control Protocol (TCP) that provides a
CC/PP exchange protocol, both of which are currently wordegree of adaptation through its congestion control
in progress by the World Wide Web Consortium (W3C)mechanisms. A common effect experienced by both
[2][3]. After examining the capabilities of the user'sadaptable and non-adaptable services is that the performance
terminal, the VHE service can then decide on the appropriaté a service is proportional to the level of QoS delivered by
service model that best suits the terminal before deliverinipe network.
the service. A typical sequence of QoS reservation from the Video Resolution
network through the initial user request incorporating the 160 x120 | 820 X240
CC/PP protocol is shown in Fig. 1. The different service
models catered for different types of terminals can have
different QoS requirements. This therefore implies that the
user’s terminal capabilities can play a part in deriving the
QoS required from the network.

Another important consideration regarding the issue of
terminal capabilities with regards to QoS is the amount of
bandwidth that the terminal supports. The amount of
bandwidth reserved in the network should never be more than
that which the terminal can handle.

User Satisfaction
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Fig. 2. Service model selection for video service
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‘ 1.%Semmqueamwma‘mgWFWM. ‘ Deriving QoS requirements from the network for adaptable
‘ ‘ services involves more complexity than that of non-adaptable

2. Select Service Model

[ services. This is because that manner in which the service
chooses its service model will have to be considered. For
example, the choice of service model could be related to
4. End-to-End QoS negotiation . . . . . .
L terminal characteristics. Fig. 2 shows a layered video service
|

‘ 3. Request QoS

5. QoS sup complete with two service models represented by two separate video

6. End-to-End QoS setup complete

files with video resolutions of 160120 and 328240 pixels
7_DE,WHMJ respectively. The decision on the choice of the video file to
deliver to the user is based on the user’s terminal maximum
T ‘ [ screen resolution. Within each of the two service models, the
| ‘ ‘ video can adapt to the available bandwidth in the network
giving various levels of user satisfaction (e.g. adjusting the
Fig. 1. Resource reservation procedure based on CC/PPframe rate of the video). If the manner in which an adaptable

exchange protocol service chooses its service model is known in advance,
_ _ dynamic QoS reservation in the network can be performed
B. VHE service QoS requirements more efficiently. For example, in the case of the layered

video service shown in Fig. 2, it can be deduced in advance
Services can be classified into two different categories that there is no point in requesting a bandwidth that is
adaptable, and non-adaptable. An adaptable service changes
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between two bandwidth thresholds, as this would not result Ioeing a major factor is that the VHE provider, which

greater user satisfaction. A consideration regarding a VHBanages and coordinates the user's VHE, may have a pre-
service’s service model selection is that it can be based established SLA with various access network providers on
other suitable criteria (e.g. type of access network) instead tife maximum amount of QoS that its users are allowed to

the user’s terminal characteristics. request and use.
By considering all the factors presented in this section
C. User Preferences regarding the choice of QoS for a VHE service, it is possible

to find an ideal level of QoS to request and reserve from the

Choosing the preferred QoS is one of the essential methodstwork. Fig. 3 shows the factors considered in the four-step
that a user can use to customise a service. By customisingl@cision process to achieve the desired QoS parameters that
service and stating preferences, the user can have an inputifi enable the VHE service to deliver the same personalised
the ‘look and feel’ of his service experience. This subsectioffiook and feel’ regardless of network or terminal as required
presents some additional user customisation options that deathe VHE concept. As each step of the decision process is
with QoS allocation in the network. completed, the range of the QoS narrows. In some cases, one

It is possible to deduce the optimum QoS on behalf of ar more factors in Fig. 3 need not apply in the decision
user for a particular service if the user's terminal capabilitiggrocess. For example, if the user did not personalise the
and the VHE service QoS requirements were the only tweervice, then the user service profile factor becomes
factors considered. However, the user may not always desireelevant. For such a scenario, there will be a range of QoS
to have the best QoS available in the network for his VHEevels that are applicable for the service at the end of the
service. Reasons for this include the service subscription adécision process. Choosing a suitable QoS level may then
the cost of the network usage. For the latter, research depend on factors discussed in the next section.
allowing users to dynamically select the QoS required based
on costs considerations include a framework for integratin
pricing with resource reservations [4]. For the former, thg\
user may have a contract with the service provider that Service Mpooc:ii'ySF-‘lection
differentiates the service offered at the application and/or the
network level within the service domain. For a video-on-

Terminal QoS Capabilities/
Access Network Policy

Decision Process

demand service, this could be achieved by assigning different Se’”‘cigi"c@ma‘i"”
video servers with different traffic policies to different

classes of subscriber [5]. A customer may then have the sgfﬁée
cheapest subscription to the video services where the video is Profile
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of the smallest available resolution regardless of his terminal
screen resolution. This factor is dependent on factors within
the service's business model and results in the user having a
predefined service profile for the particular service.

Range of QoS selection

Fig. 3. Decision process of selecting QoS level for a VHE
D. Access Network Policy service
In some cases, the access network’s policy on resource and!!l: M ANAGING MULTIPLE ACTIVE VHE SERVICES

QoS allocation may instil an upper bound level of QoS hile th . . d the involved
available to the user that is lower than that of the terminal Wile the previous section presented the factors involve

capabilities. For example, a General Packet Radio Servi choosing the QoS_parameters for a_\/HE service on b_e_half
(GPRS) terminal should, according to the 3gp@f a user, it is also important to consider how the decision
specifications, be able to receive up to 384 Kbits/sec of daf{0cess outlined in Fig. 3. may be affected if the user
from the network (downlink). However, due to the iin- accesses more than one VHE service concurrently. An
maturity’ of the GPRS network equipment used thé)bvious consideration when a user is accessing two or more

marketing policy, and the capacity planning involved, the/HE services concurrently is that the total QoS requirements

amount of bandwidth that most current GPRS networ fall active VH_E services_ghould never be more than that of
e user’'s terminal capabilities at all times. Management of

e user's VHE services’ required network QoS would then
e performed under the confines of this restriction.

operators assign to the downlink data channel i
approximately half of the theoretical maximum GPR?p
capability. Another possibility of the access network polic
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With the restricting factor of the terminal capabilitiesreservation and allocation. In this case, the user indicates that
determining the upper bound performance of multiple active’lhe favours service 2 over service 1, resulting in service 2
VHE services, managing the connectivity and QoS of thedmeing assigned a larger share of the bandwidth over service 1.
services to conform to the user’s personalised VHE becom&his requires modifying the existing allocated bandwidth of
crucial to maintain user satisfaction and cost efficiency. service 1 and making service 1 adapt to the lower available

Bandwidth (Kbits/sec) bandwidth.
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Fig. 4. Case study of bandwidth allocation of 2 active

adaptable services . - : . .
b Fig. 5. Overall decision process involved in coordinated

Fig. 4 shows four possible suggested ways in which to QoS management

make QoS decisions when two VHE services (labelled 1 and Th dv ab . imol | highliaht th
2) with similar service adaptation policies and QoS e case study above Is a simple example to highlight the

requirements are active. In case 1, the user activates tﬁlg)mces :hat \C/?_'uéd be _made Wgetr;] tr;gn? to m.a“agfe two or
second VHE service (labelled 2) while still using service {nore active Services, an € deficiencies of a non-
with a 56 Kbits/sec dialup modem. The two SerVicescoordmated resource allocation procedure as shown in Fig. 1.
unaware that another service is active, both request Qither advance decisions in deciding QoS allocation could be
bandwidth of 42 Kbits/sec for suitable ope;ation. The ove _as_ed on minimising the cost against the total pe_rce|ved user
subscription of bandwidth occurs because withouf’at!SfaCt!on’ or  maximising the t_ot_al perceived user
coordinated QoS management, the two services each belié?é'sgaCt'?n fgamedS. I Aftt_er be>§pla|n|ng IchIe n;a_ed VIZOI;
that they are still requesting a bandwidth within the terminaf°°d!na& |onfortr?o ? oca I(t)r? ‘ij‘?e_” muttiple ac '\r’]e d b
capabilities. Case 2 illustrates the effect of coordinated QO@rwces, a further step in h€ decision process shou €

management. In this case, the overall decision processaigpended to the end of the decision process described in Fig.
' to derive the optimum QoS level required by each service

based on balancing the user satisfaction derived on tﬁ i - ) :
lity of both 9 lting i | sh f th %en making decisions on QoS allocation and reservation.
quality of both services, resulting In an equal share of t his step is to consult the ‘VHE service portfolio QoS

terminal’s maximum supported bandwidth as proposed in [6]. IO -
In case 3, the allocation of bandwidth between the twi anag_ement pollcy Wh'Ch dete_rmme; how to balance .QOS
services is based on a first-come-first-served basis. When tﬂléo_catlon W'thm terminal ca_p_ab|l|t|es In the case of mL_JIt|pIe

user activates the second service, a decision is made basedaSW_’e_ Services. The addition of this further step in _the
the terminal capabilities to allocate the remainder of thgemsmn _process 1s m_andatory and the overall d?C'S_'O”
maximum terminal supported bandwidth to the seconfrocess is shown in Fig. 5. The range of customisation

service. This method works when the remaining bandwidtﬂ'otions for the VHE service portiolio QoS management

is high enough to satisfy the second service adaptatifﬁ”%is dependgnt %n the VH$ prg\t/)idtterr]. \T/rllﬁzse options can
policy’s minimum bandwidth requirements. In case 4, afi'c" P€ accessed and personalised by the user.

advanced priority based decision process is used to divide the
bandwidth between the two services. The user is allowed to

have an input into which service that s/he values more and

- . In this section we suggest a policy-based framework
theref hould b f h f S . )
erefore should be given preterence when periorming Qoadapted from the Internet Engineering Task Force’s (IETF)

V. APPLYING A POLICY-BASED FRAMEWORK
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work on policy-based management to manage the various
QoS requirements of the services on behalf of the user in his
VHE service portfolio. We use IETF's terminology on VHE Provider
policy-based management to describe our proposed
framework [7]. Pt

In the framework, there are four separate logical entities
involved in delivering the VHE service to the user — VHE
provider, Access Network provider, VHE service provider,
and the VHE user. The VHE provider is in charge of
coordinating and managing the user’s home environment to oftNetwor 4615
support the VHE concept. The Access network provider
provides the network that is used as an access point for the
user to access his home environment. The VHE service
provider owns and provides a service that is part of the user’s
VHE service portfolio. The VHE user uses VHE services
through the VHE provider via the access network (provided
by the access network provider).

In the suggested framework, the policy decision point
(PDP) is the VHE provider as it is the logical entity that
makes decisions on the operational management of the user’s
home environment. The VHE provider considers all the
factors presented on the previous two sections when making
its decision on choosing the policy to use for managing the

Policy Enforcement Point

VHE User VHE Service
Personal Provider
Policies Policies

Network Admission Control

// Policy Reposllory/
Access Netowork 1

VHE Service Provider

VHE Usef Terminal
/

user's VHE services’ QoS requirements. As such, the VHE e
provider will need to know the relevant service policies from  ~ |
. . . . Authorised access
all the VHE service providers in the user’s portfolio, the VHE oo |
User i

user's own personal preferences, and his/her service portfoio ‘
policy in order to make an informed decision on the correc‘:
choice of policy. Therefore, all of these policies must be
housed in a centralised policy repository made accessible to
the VHE provider. Limited access to policies in the

centralised policy repository for the VHE service providers _ ) : :
policy rep y b nd configure remotely a QoS reservation object or mobile

and the users allows them to modify only the policies the ;
own (e.g. user preferences for the VHE user etc.). gent at an edge node at the access network near its resource
The choice of a policy enforcement point (PEP) is base mission control centre to make resource reservations
on the location of the node that makes the actual Qo rough_ the Parlay/OSA APIs on behalf Of?‘user- Th.'s object
fsmoblle agent can then act as a PEP in the policy-based

reservation. If we consider that heterogeneous acce K We h oSl lored  th ired
networks are involved in delivering VHE services to the VH ramework. We  have previously explore € require
gdlflcatlons to the Parlay APIs and the OSA to support

user, then QoS reservation should began at the acc . ; ;
Q g namic QoS management for the VHE in [10]. This

network since the range of QoS levels available to the user, o
9 Q mgludes the ability to change the QoS parameters of a user’s

the access network would be less than that supported at ) . . L
VHE service's network. This would result in a more efficient©XSting connection, and to recee performance-mpmtormg
I aults of the user’s connection so as to make informed

resource reservation process, as rejected reservations would: X X ; .
ecisions when managing the QoS in the user’'s connection.

be fed back to the PEP earlier. . .
\ Ill:or example, the PEP will need to attempt to re-negotiate the

With the recent developments by network providers i . :
extending the capabilities of the underlying network tdevel of QO.S with the access_n_etwork pro_wder on behalf of
e user if it falls below the minimum required to sustain the

external authorised entities via ‘soft network’ solutions suct‘é

ig. 6. Architecture of the proposed policy-based framework

By combining distributed object strategy together with
uch ‘soft network’ solutions, the VHE provider can manage

- HE service. Fig. 6 shows the suggested policy-based
as the Parlay APIs and the Open Service Access (OS L
management of QoS aiding the establishment of dynam mework to manage QoS policies in the VHE. The CC/PP

SLAs can be implemented in a more distributed rather thdfOxy In the access network exposes 'the user’s terminal
traditional centralised manner [8][9]. capabilities to the PDP and the VHE service provider so as to
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requires flexible management to satisfy the user's demandsnland and SIEMENS AG Osterreich.
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VHE concept itself, which is that users can have numerous REFERENCES
customisation options and a flexible choice of terminals, and
access networks used. Current management of user servifds 3" Generation Partnership Project, "The Virtual Home
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