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ABSTRACT  There is no point in having information unless it can be communicated from 

one point to another point (telecommunications) or from one time to another time (storage). In both 

cases, protecting information from unauthorized access, modification and disruption is critical. 

Cryptography is a key technology in protecting information. It was traditionally concerned with 

maintaining confidentiality. Recently, there has been a dramatic growth in the applications of 

cryptography in other areas such as commerce. 

Modern cryptography can be divided into symmetric-key cryptography and public-key 

cryptography. In this talk, we outline some of the current symmetric-key and public-key 

cryptographic techniques used in achieving information security. These include the Advanced 

Encryption Standard (AES) which is the symmetric-key encryption standard adapted by the US 

government, and two well-known public-key cryptosystems, namely RSA (the initials of its 

inventors) and Elliptic Curve Cryptography (ECC). 

We then outline the impact of information security upon society. In particular, we focus on the 

usage of information security in Internet filtering. The Internet filtering can take place in different 

levels: local, organizational or national. In all these levels, the objective of filtering is to prevent or 

limit access to information/content that is against national/cultural values or is considered harmful 

for the users whether they are children or adults. In this talk, we will give a rough idea about some 

of the current filtering techniques as well as some of the circumventing methods to bypass it. 
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CONTACT Dr. Yang Yang, Department of Electronic & Electrical Engineering, University 

College London (UCL), UK, Tel: 020 7679 3973, Email: y.yang@ee.ucl.ac.uk   

 

RREEGGIISSTTRRAATTIIOONN  IISS  NNOOTT  RREEQQUUIIRREEDD,,  AALLLL  AARREE  WWEELLCCOOMMEE  !!  

mailto:YangYang@ieee.org

