Active Networks
An Integrating Technology for
Resear ch

Peter T. Kirstan

14/9/00 LCS Conference, UCL



History of Heter ogeneous Nets

o Early ‘70semulating specific terminals

e ‘7/5-'85 JANUS application level gateways
— Slow, points of failure, pre-located

e ‘85-'95Riseof therouters
— Packet forwarding functionality at network level
— Originally agreed functionality for routers

— Differ ences between intra and inter-domain
— Start of QoSvia IntServ
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Recent Functionality Needs

* Need more sophisticated functionsin net
— Little agreement on what functions and how
— Support for real-time media and caches

* Likeapplication-sensitive behaviour in net
— Routerstoo sensitive to include experimental code

— Boundaries between regions very important
« Mobile, LAN, | Pv6-1Pv4

e Possible solution active functionsin routers
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UCL-CSM/c MM Conferencing

 Needs M/c <-> U/ctransform capability

* Filtering and transcoding at boundaries

e QO0S support

e Reliable multicast

e Cached recording, replay, announcements
 Intelligent cache/proxy

« All need active code inside the networ k
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Security Research

« Authentication and Confidentiality in
Conferencing

o Watercasting - using properties of
multicast

o Aldsto deployability of M/c
e All need active codein the networ k
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QoS and Pricing

 Most conferencing and other services
suffer from QoS problems

— We have much QoS improvement work
e Onefactor In QoSispricing
— We have much pricing work - which implies
also authentication and charging
 Thesealwaysreguireactive codeinside
the network

14/9/00 LCS Conference, UCL



| Pv6 Preparations

Several of our past projectshad IPv6 as
their basic environment

— COIAS, MECCANO
They gave us experience of the basic stacks

Security, Routing and QoS policieswere
part of support for the services

Policieswere implicit or fixed
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e \We concludethat the continuation of
much of thiswor k benefit from Active

services or networks- and they provide a
unifying force.
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Conferencing Developments

 ToolsOK, need boundary support for QoS,
layer ed coding and media transformation

— Started developing UTG, v2in JAVA
— Developing under RADIOACTIVE/ANDROID
— Will becrucial in 6WINIT

* Reliable M/c needs support along M/c tree

* Recorder9Server Announcments need caches
— Wil providerecording cachein RAD/AND
— Wil provide playout cachesin RAD/AND

— Looking at web proxy for announcements
14/9/00 LCS Conference, UCL 9



Security-related Developments

e Some Orgs have not, or may not, deploy M/C
— UTG will addressin RAD/SCAMPI
— Needs UTG functionality, also security. One
modeisM/c <-> U/c, M/c <-> U/c <-> M/c
 Watermarking, QoSrequest, Pricing, Joining
Conferens need authentication at Boundaries
— Will provide facilitiesin ANDROID/SCAMPI
— Hopeto provide security libraries
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| Pv6 Developments

 Many of our projectsnow involve | Pv6

— RADIOACTIVE, ANDROID, BERMUDA,
O6WINIT

* All need more sophisticated use of policies
— Security, routing, management, QoS

e Looking how to expressand implement
policies and their databases

— Statically in some projects, dynamically in
Active nets services

14/9/00 LCS Conference, UCL

11



Moveto Active Service Projects

* Alpine (UK), ANDROID (EC) and
RADIOACTIVE (US) all Application
L evel Active Networks (ALAN)

e All usetheHIPPARCH/ALPINE
FunnelWeb enginefrom UTS
— Workswith Proxyletswritten in JAVA
— Has special Execution Environment (EEP)

— Proxylets can be dynamically loaded from
Web servers
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Common Threads

 Writeasmany of the modulesin JAVA as
possible
— Allow moveto | Pv6 when available
— Allow use under FunnelWeb

* Adding policy modelsdescribed in XML

— Can they be similar in different domains(l.e.
security, routing, QoS

* Addingtopology discovery and auto-
configuration

— Will allow many earlier directionsre-pursued
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Mobile Nets and Security

 Multi-level fast hand-over, auto-config
 Need to discover potential topology

 Need Security, QoS and I Pv6

o Will usethefull MECCANO applications plus
webcasting and water marking

 Needs media functions at boundaries
— Experiments at mobile boundaries
— ldeal placeto use FunnelWeb
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Current Projects

« ALPINE, ANDROID and RADIOACTIVE
addressthiscentrally in project

« OWINIT, M3l, BERMUDA, SCAMPI can
beinterpreted to develop and deploy
activities from other projects

e NGN can beused to disseminate results
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Common H/w Base

 Have ordered a multi-processor rack

— Initially 12 processor boards (6 with dual
processor capability)

— Can beroughly doubled

— Has own 100 M bps Switchable Ethernet Hub

— PCscan link to outsideworld via Enet or
directly to ATM or other nets

— Remote H/w re-boot, switchable display
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Common Proxylet Base

o Basic application-independent needs

— Loading, authentication, topology discovery,
configuration, management

e Policy-related components
— Loading, interpretation, enfor cement

e Security-related components

— Signing, authentication, encryption/decryption,
Ike or Key distribution
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Specific Proxylets

 Reliable Multicast
o \Web-related proxylets

— Web-caching, Document, zipping/unzipping
o Conference Related Functions

— M/c <-> U/c, media transcoding, layer
filtering, selective discard

* Recording/Playback
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Future Experiments

Expect to build up substantial test networ k
— Partsof it essentially | Pv6

Probably use FreeBSD with KAM E stack
Part of substantial wired and wir el ess net
— RADIACTIVE and 6WINIT involve wir eless

Linked in to various Wide-Areafacilities

— Possibly deliber ately with security gateways and
Virtual Private Networksfor some projects
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Conclusions

o Several past projects have provided outputs
that need a new focus

e Our active netsand mobile projectswill
provide some of the focus
— With EE providing management input
 Thereisan excdlent chancefor the different

projects, and groups, to collaborate together
with an Active Services focus
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